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Abstract 
With the development and universal application of SOA technology, security issues of Web services based on 
heterogeneous platform have become increasingly prominent. This article first introduces two security different 
solutions of Microsoft Net, Apache Axis platform. At the same time for the security issues between heterogeneous 
platforms. A Web services security mode based on the .NET platform and the Axis2 platform is proposed in the 
papers. We also pointed out the direction of the future research. 
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1. Introduction 
 The web service is a kind of service which based on XML and HTTPS. Its communication protocol is 
based on SOAP. Service is described through WSDL. And we use UDDI to find and access service via the 
service metadata. Web services provide a range of open standards-based solution to both business-level 
and application-level interoperability architectures. By combining a series of platform-neutral technology, 
we can implement Internet and Intranet services and applications on the fast delivering and using. It can 
provide a new way in order to take full advantage of various forms of network resources.  The online 
business is described by Web Services Description Language (WSDL).It can complete cross-platform 
interaction communications through the Simple Object Access Protocol (SOAP).We can achieve business 
registry, business discovery and integration within a wide range of environmental through the Universal 
Description, Discovery and Integration (UDDI) [1].
Service-oriented architecture (SOA) is a component model. The different functional units of 
applications (called services) were linked through well-defined interfaces and contracts. The interface is 
defined in a neutral manner. It should be independent of the implementation services, hardware platforms, 
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operating systems and programming languages. It makes the services interact in a uniform and universal 
way which were built in a variety of systems. 
Although the service-oriented architecture is not new, it is an alternative model of the traditional 
object-oriented model. The object-oriented model is tightly coupled which exists already twenty years. 
Although the SOA-based system does not preclude the use of object-oriented designing to build a single 
service, its overall design is service-oriented. Because it is taken into account the objects within the system, 
so although SOA is based on the object; it is not object oriented as a whole. The difference is that the 
interface itself. A typical example of SOA system prototype is the Common Object Request Broker 
Architecture (CORBA). It has been shown a long time which is defined similar to the SOA [2].
 However, the SOA has been somewhat different, because it is depended on the new progress, Now 
which is based on progress extensible markup language (XML) based. By using XML-based language 
(called Web Services Description Language (WSDL)) to describe the interfaces, the services have been 
transferred to the system with more dynamic and more flexible. It is non-comparable to the interface 
description language (IDL) in CORBA. 
Therefore, the Web service now is an important way to achieve SOA. Many people may confuse the 
two concepts. SOA now requires extensive interoperability between the services, although the SOA 
platform can solve the heterogeneous Web services call each other. If the security features are designed in 
the logic function, it can realize the target of SOA security. Both for the theory and technology practices, it 
will be a challenge. 
2.  Security Features Of Heterogeneous Platform 
SOA requires a wide range of interoperability among services. In the development of Web service's logic 
functionality, if the security features are designed, Web services will become extremely complex. And the 
service performance and scalability will be greatly reduced. In terms of the analysis on the security needs, 
and consideration of a variety of security measures, it cannot be sure whether the security components are 
appropriately organized and whether the system is more secure. Security issues of Web services in SOA 
should be out of service functions, and the security requirements of Web services can be achieved through 
appropriate security configuration and mechanism. In this way, it can not only ensure the simplicity of 
design and call of Web services, but also can achieve the security of SOAP messaging. 
An application system is usually based on a platform such as Microsoft. NET or Apache Axis. The 
service platform has its own security solution such as Microsoft's WSE (Web Service Enhancement) and 
Axis's of Rampart, etc. For the same security policy such as using certification to sign the message, it can 
be achieved in the same platform for service requester to sign the message and service provider to do 
signature verification. If the service requester and provider are in different platforms, the security 
interoperability cannot be guaranteed. 
Each application platform has its own security mechanisms and security API. When using SOA to 
integrate enterprise application, services of different applications may be deployed in different application 
platforms and security requirements may be achieved by different security policy and platform technology. 
Then it needs an agent mechanism dealing with service security to package the specific realization of 
platform security from the logic, The security SOAP information of heterogeneous platform can be 
consistently understood and treatment [3] [4].
Security processing mechanisms of Web services in heterogeneous platform provide security policy 
configuration and security implementation method of SOAP message. Security service agents use 
WS-Security and other specifications to achieve the following three aspects of security requirements of 
SOAP message: 
a) Message integrity 
WS-Security takes XML signature to do digital signature for SOAP message to ensure that SOAP 
message pass through intermediate nodes without being tampered. 
b) Message confidentiality 
WS-Security uses XML Encryption to encrypt the SOAP message, so that the message sender can 
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ensure that the contents of SOAP message can be achieved by the intended recipient uniquely. In this way, 
even if SOAP messages are listened, listeners cannot extract confidential information from the messages. 
c) Message authenticity 
WS-Security introduces the concept of security tokens, which can represent the identity of the message 
sender. Combined with digital signatures, the message recipient can confirm the legitimacy and 
authenticity of the SOAP message sender. 
3. Policy Framework In Heterogeneous Platform 
3.1 NET WSE 3.0 security policy platform 
In the WSE implementation security framework, we designed four filters for the SOAP message which 
were produced by the request which client sent, the request which server received, the response which 
server sent and the response which client received. Then we divide them into two groups. We can intercept 
the SOAP after the SOAP request or before the SOAP response. Then we can process the intercepted 
SOAP message data. Each filter is responsible for a particular task. It can be the security service, and also 
can be a tracking matter or the other management matters. The framework can achieve a separation of the 
safe logic and the business logic.WSE security framework structure is shown in Figure 1. 
WSE 3.0 provides a security mechanism to ensure the security of Web services. There are two ways 
to ensure the security. Firstly we can set the appropriate security policy for the server and client according 
to the safety standards of application through the WSE3.0 strategic tool. Secondly we can achieve the 
function of corresponding specific security policy by coding. The former is more convenient, and we can 
ensure the Web services security with simple setups. While in another one, the user can define more 
specific code to extend their security policies. Whichever method is used, it means that it can ensure the 
security of Web services interactions by using the security mechanisms which the WSE 3.0 provides. 
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Figure 1 WSE Security Framework
The strategy is composed by the policy assertions. And each assertion will be inserted into the pipe. 
Then we implement the pretreatment and the follow-up processing when SOAP messages are entering and 
leaving the filter on the end points. By putting assertions into policy, you can control the building and 
organizing of the filter pipe when it is running. In WSE 3.0, the pipeline is driven by the security policy 
framework. 
3.2 Axis platform Rampart Security Policy 
The structure of Rampart is shown in Figure 2. The role of mod-rampart module is as an interface to 
Rampart and Axis2 engine. Rampart internally is composed by Rampart Engine (Rampart Engine), 
Rampart functional entities (Utile) and Rampart Security Policy (Security Policy) [5].
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Figure 2 Rampart Structure 
In the Rampart, Security Policy has a role of security module configuring. Ramparts can be configured 
by using the security policy assertions which are defined in the WS-Security Policy specification. Each 
policy assertion in the WS-Security Policy defines an assertion Builder (Builders) and an assertion model 
(Models). 
Rampart is the module of the realization WS-Security .And after it is loaded into the Axis2 engine, it 
can not only makes safe handling to the all effective services; but also can choose one or more specific 
services or a particular method in a service to handle. 
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Figure 3 Security Model Architecture 
4. Heterogeneous Platform Web Services Security Model 
Security framework and configuration strategies between heterogeneous platforms are quite different. So a
third-party certification body to realize the security of Web services in heterogeneous platforms interaction 
must be added. It also must complete the relevant validation according to the request of the client, and then 
send the request of calling Web services after verification. According to the Web services’ security needs 
of this project, we constructed a web service security model system by using the WS-Security and the 
WS-Policy specification, 
4.1 Security model system architecture 
The basis of Security of this system is mainly based on SOAP header extensions. Respectively, to 
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realize the SOAP encryption, SOAP signature, SOAP authentication and authorization, SOAP extended 
security attributes (time stamp, etc.). For access control, it designed a Web service access controller. The 
realization of the controller is based on X-RBAC model. And it can dynamically control user access to 
Web services. The Legacy system contained a private CA center. It facilitates the implementation of 
security model. It is responsible for the generation and management of the key and the certificate. In 
additionally, it also ensures the security log contain an audit function. The system security policy manager 
is responsible for the management of security policy file. And the Security Policy Library holds the 
particular security policy corresponding to the file of Web service. Security model architecture is shown in 
Figure 3. 
4.2 The composition and function of the security model 
Security model includes the Security Package (Security Utility), access control and security policy 
manager. The security Package is built up by a number of SOAP message filters. Its main features are as 
follows:  
 Encrypt the message: The function of encrypting and decrypting the SOAP messages is based on 
XML Encryption. While the Key Management is based on the XKMS. 
 Message signature: The function of Signature and signature verification of the SOAP messages is 
based on XML Signature. While the Key Management is also based on the XKMS. 
 Certification information processing: The WS-Security supports Username / Password Token and 
X.509 Certificate security token.  So it can verify the users’ identities. 
 Additional security attributes: Additional security properties of Web services is aimed to prevent 
the replay attack. It is mainly using a timestamp mechanism to achieve. Of course, the Additional 
security attributes can be extended according to the users’ additional security needs. So that a more 
secure and reliable SOAP news can be got. 
4.3 Secure Communication Mechanism 
We will give its description of the symbols involved, as shown in Table 1. 
Table I THE PARAMETERS OF INTERACTION OF HETEROGENEOUS PLATFORM SECURITY INSTRUCTIONS
Abbreviation Content 
S Web service provider 
U Web service consumer 
[P] Web services security policy file 
Lx Entity x, X.509 certificates 
K[x],K-1[x] The private key of the certificate cert 
{m}(E=K[x]) 
Using the public key = K [x] encrypted 
message m 
{m}(E=K-1[x]) 
Using the public key = K-1 [x] encrypted 
message m 
{m}(E=K1,S=K2,)
Encrypted using the key K1, K2 key signed 
the message m 
AÆB1{m} Entity A sends message m to B 
AÆB1{P} A solid B for the security policy document 
V[{m}(S=K-1[x])] 
Validated using the private key K-1 [x] 
signature digital signature message m 
DE[{m}(E=K),K-1]
Using the private key, K-1 on the use of 
confidential information the public key to 
decrypt K 
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Secure communications process instance (ignoring the process of preventing the replay attack which 
used timestamp) 
(1)S—U :{ P} 
(2)U->S:{m1}(S=K-1[Lu],E=K[Ls]，Lu) 
(3)S:DE[{ml}(E=K[Ls])],V[{ml}(S=K[Lu])] 
(4)S->U:{m2}(S=K-1[Ls],E=K[Lu]，Ls)
(5)U:DE[{m2}(E=K[Lu])],V[{m2}(S=K[Ls])] 
Communication process: 
 Before the starting of the secure communication process, through the SOAP message or the other 
means, the service requester get the security policy files corresponding to the web methods which 
were provided by the service provider. 
 According to the security requirements, the service requester sign/encryption the part of security in 
the request information. And then use the service requestor's private key to sign the entire message. 
We also must use the service provider's public key to encrypt the entire message. Finally we sent 
the result and the certificate together to the service provider. 
 The service provider receives the request message. Firstly extract the service requestor's certificate 
in the message to verify its effectiveness. If it is passed. Then we verify the validity of the 
signature message by using the public key which is provided by the certificate, at the same time we 
can decrypt the whole message. 
 If the security verifications are effective, we can establish the communication process. So that we 
can implement the calls of the services. Then we make the safe handling to the corresponding 
message in accordance with the requirements of security policy file. Finally, we sent it to the 
service requestor. 
 The service requestor receives the messages which are made some safe handlings. If it has been 
passed the effective safety certification. It would verify the signature and decrypt the messages in 
accordance with the requirements of security policy file. Ultimately, we can get the corresponding 
original message. All the processes of communication have a timeout mechanism. If the timeout, it 
will re-run the entire communication process. If a fatal error is in the communication process, for 
example, authentication failed, decryptions failures and authentication failures, it will terminate the 
communication and send an error response message [6].
5. The Direction Research 
5.1 Improvement of security policy 
Security Policy: It refers in a security zone (usually refers to a series of dealings and communication 
resources which are belonged to an organization), there is a set of rules which were relevant to all 
safety-related activities. These rules are set up by a safety authority which is established by this security 
zone. These rules were described, implemented or achieved by this safety controller. 
The direction of the future research is the to improve the security policies in the security service 
mechanism, develop and implement the appropriate security services. Current security policy encrypts all 
of the information. So that it is inefficient and waste of resources. What we do next is preparing to study 
how to encrypt part of the confidential information, for improving the efficiency. 
5.2 Kerberos Notes 
The most widely used network authentication protocol is Kerberos and X.509.The mechanism of 
Kerberos is based on symmetric cryptography and the X.509 is based on asymmetric cryptography 
mechanisms; both of them have their own characteristics. Kerberos has been widely used in a distributed 
network environment; X.509 plays an important role in the PKI. The next step is learning the basis of 
Hua Yue and Xu Tao / Physics Procedia 24 (2012) 1635 – 1641 1641
7 Author name / Physics Procedia 00 (2011) 000–000 
 
Kerberos protocol, analyzing the implementation of Kerberos authentication protocol of Massachusetts 
Institute of Technology (MIT) and the Microsoft. On this basis, we will propose and implement a 
practical solution for the limitations of Kerberos. 
5.3 General Security Model 
Now we only explore the model and application of interactive model of Web services security in two 
specific platforms (.Net, Axis). For the Web services based on a broad platform for the heterogeneous 
platform, there is no a unified and reliable security model to ensure the security of SOAP message when it 
is transmitted between multi-platforms. This security model is the focus of our next stage of the study.   
6. Conclusion 
This paper introduces the framework of the SOA Web security, specifically the different security policies 
in the platforms such as Microsoft. NET and Apache Axis. We also propose a security model in the two 
heterogeneous platforms which can communicate with each other. In next step we will further do studies 
of heterogeneous platform specific security policy and authentication them. 
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